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Summary. The article is devoted to the description
and analysis of the translator's work peculiarities within
open source intelligence (OSINT) based investigations.
The range of available sources of information is described.
Attention is drawn to the concept of OSINT itself, the publicly
available information sources are described, the objectives
of the investigation process. The article reveals some features
of translation and the translator’s work with open sources
of information, the tools and methods are analyzed. There
is discussed a number of the main duties of an interpreter in
accordance with the direction or stage of the investigation in
the article. It is noted that a translator needs to have not only
proficiency in a foreign language but also technical skills to
work with linguistic software as well as specialized programs
for collecting data from open sources. There are also analyzed
the difficulties that a translator faces when working with
OSINT in the article. In order to accurately translate idioms,
slang, and regional dialects, which frequently appear in the flow
of information from social media and other media sources
while preserving the original meaning, a translator must have
a broad worldview and an extensive vocabulary. It is noted that
in order for the translation to be correct, cooperation between
the translator and analysts is essential. Analysts should provide
context for the translated materials to help connect scattered
data points. The speed of the investigation and its results
depend on the correctness and accuracy of the translation.
Therefore, it is noted that inexperienced and young translators
in intelligence work should not be assigned tasks involving
OSINT technology, as potential errors could negatively impact
the investigation’s outcome. The article states that besides
language proficiency, cultural competence, and technical
skills, a translator must have analytical thinking in order to
identify valuable content within large data sets and recognize
certain patterns.
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Currently, the State Security Service pays great attention to
the effectiveness of investigative actions. Because of the expanding
the data volumes and technology developments, conducting com-
prehensive and effective investigations demands a structured meth-
odology, appropriate tools, and strict adherence to legal and ethical
standards. Thus Open Source Intelligence (OSINT) has emerged as
an essential resource in fields such as law enforcement (tracking
criminal activities, locating suspects, and gathering evidence from
public sources), cybersecurity (identifying potential threats, vulner-
abilities, and threat actors by monitoring online activity and forums),
national security (monitoring geopolitical developments, terror-
ist activities, and foreign military movements), corporate security
(background checking, competitive analysis, and market research

and competitive intelligence), journalism (verifying facts, sourc-
ing information, and uncovering stories). The role of a translator in
the field of OSINT based investigations cannot be underestimated.
The speed of the investigation and its results depend on the cor-
rectness and accuracy of the translation. Inexperienced and young
translators in intelligence work should not be assigned tasks involv-
ing OSINT technology, as potential errors could negatively impact
the investigation’s outcome. Before delving into the specifics
of translation, let’s first explore the concept of OSINT.

Open source intelligence (OSINT) is an intelligence disci-
pline that involves searching, selecting, and collecting intelligence
information from publicly available sources, as well as analyzing
and systematizing it. In the intelligence community, the term “open
information source” denotes a publicly accessible source distin-
guishing it from classified or restricted ones. However, it differs
from “open source information” (OSIF), which encompasses any
information available in the media. Additionally, it is not synon-
ymous with “public intelligence” and should not be mistaken for
open-source software”. According to analysts, 90 percent of intel-
ligence data comes from open sources and only 10 percent comes
from agents. OSINT based investigations utilize a wide range
of publicly available information sources, including:

1. The Internet, in particular web communities and user-gen-
erated content — social networks, video hosting sites, wikis, blogs,
web forums;

2. Public government reports, official budget data, demograph-
ics, press conference materials, various public statements;

3. Observations — radio monitoring, use of publicly available
remote sensing data and aerial photography (e.g. Google Earth);

4. Professional and academic reports, conferences, papers, arti-
cles, including literature that is considered “gray”;

5. Recently, the analysis of mass leaks from services and social
networks has also been considered as an OSINT [1].

However, there may be some challenges when using OSINT.
For example, managing and filtering the huge amount of available
data, ensuring the reliability and accuracy of information from var-
ious sources may be difficult or overwhelming tasks. In addition,
privacy issues may arise due to the balance between intelligence
gathering and respect for individual privacy rights.

In order to better understand the role of the translator
and the specifics of his work in the field of OSINT based investiga-
tions, it is necessary to briefly consider the process of investigation
using OSINT itself. At the beginning, the objectives of the inves-
tigation are clearly defined, for example: tracking the digital foot-
print of a suspect, identifying vulnerabilities in the network, or con-
ducting competitive intelligence for a corporate report. Then it is
determined which data sources are most relevant to the set goals,
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using, for example, LinkedIn for professional profiling, or Google
Dorks for advanced search queries, or Shodan (Sentient Hyper-Op-
timised Data Access Network) for [o device data. After identifying
the required data sources, a structured data collection plan is cre-
ated, outlining the tools and methods to be used (such as web scrap-
ing and social media monitoring), essential search terms, keywords,
filters, and the timeline for data collection. The next stage is data
collection, where tools such as Maltego for relationship mapping,
theHarvester for email and domain discovery, SpiderFoot for auto-
mated reconnaissance are used. After collecting the data, it is nec-
essary to verify and validate it to ensure its accuracy. This includes
cross- checking the results with multiple sources, seeking confir-
mation from trusted publications or databases, and utilizing meta-
data tools like ExifTool to authenticate digital assets. After the data
has been verified, it is analyzed i.e. patterns, trends, and relation-
ships that meet the set goals are identified. For example, Maltego
is used to visualize relationships, and tools like Brandwatch are
used to analyze sentiment in social media posts. After completing
all the previous steps, a report is produced that displays the findings
in a clear, actionable format, including the methodology used, vis-
ualizations such as graphs or network maps, conclusions, and rec-
ommendations. When carrying out work, it is essential to adhere
to legal and ethical standards so as not to violate privacy laws or
ethical standards [2].

Let’s consider the work of translator in the sphere of OSINT
investigation. Translators play an important role in OSINT based
investigation by breaking language barriers and enabling analysts
to access global information. Their work ensures accurate, cultur-
ally nuanced interpretations of foreign-language data, which is vital
for actionable intelligence. When generally analyzing the work
of a translator, we can identify a number of his main responsibilities
in accordance with the direction or stage of the investigation.

First of all it can be distinguished the multilingual data trans-
lation which includes translation texts of the documents, social
media, news outlets, forums, and multimedia materials such as
audio or/and video into the investigators' working language. This
work is carried out at the stage of collecting information from open
sources. Since the sources are different, different types of translation
are required. For example, written translation of documents differs
from translation of media information, since the content of these
two sources can be completely different. Media sources of news or
other Internet information can include longreads, which have their
own translation specifics. Along with the text, they include audio
and/or video content, which, in turn, requires certain translation
approaches and methods. Sometimes, you have to use additional
software. For example, if you're working with audio or video that is
contaminated with background noise, you can use Enhance Speech
v2 or Adobe Enhance Speech, which are the features of the Adobe
Podcast application, or other special programs for speech and sound
cleaning. When working with blogs, forums or chats on social
networks, the translator must also be familiar with specialized
terms, slang and abbreviation to ensure accurate message transla-
tion, for example, such as G2G (got to go) — mpeba umu, LMK (let
me know) — dail meni snamu, 2nte (tonight) — cb0200Hi 66euepi,
Totes (totally) — besnepeuno, Just sayin’ — npocmo 2ogopio, and so
forth. In each particular case, specific translation transformations
are used. For example, in order to translate G2G or LMK or 2nte
it should be used decoding translation, i. e. to interpret and trans-
late the coded information into a comprehensible form, and use

the transformation of interpretation of meaning (descriptive trans-
lation). In order to translate Totes and Just sayin’ it should be used
descriptive translation too.

Besides translation texts of the documents, social media,
audio or/and video, translator should handle technical jargon
(e.g., cybersecurity, legal, or military terms) specific to the inves-
tigation’s focus. Examples of technical jargon in cybersecurity
include DDoS, malware, phishing, spyware, and more. In order
to translate this terms it should be used the explanatory transla-
tion, for example: DDoS — mun kibepamaku, konu 3106MUCHUKU
6i0npasisiioms NiOPoOIEHi 3anumu Ha cepeep i Mepemicy 3 Memorn
nepesanmavicumy ix i 3pobumu HeOOCHynHUMY 075 36UYALIHUX
Kkopucmysauig [3], malware — wkionuea npoepama [4]; phishing —
irune (8u0 inmeprem-waxpaicmed, Memoio AK020 € OMPUMAHHS
docmyny 00 KOHGIOeHyilHUX OaHUX KOpUCmysauig — J02iH
ma naponig) [S], spyware — kame2opis wikionugux npoepam, axi oes
3200U Kopucmyeaya 30upaiomv i nepedaiomv 0axi npo npucmpii
ma uKkoHyeani Ha Heomy 0ii [6]. As for translation of military terms,
there also it should be used the decoding or explanatory translation.
Examples of military terms include dittybopper which have two dif-
ferent meanings depending on the context: 1) cuenan asoyxu Mopse,
wo nepedaemvcs padioonepamopam po3sioku; 2) cordam, axutl
MAPUIUPYE 1030 MAKMOBUM PUmMOoM iHwux cordamis (explanatory
translation); IRR — individual Ready Reserve — pesepe 30poiinux
CUl, Wo CKIA0AEMbCs 3 pe3epeicmis, ki paniuie OV YuHHUMU
giticokosoctyacoosyamu (decoding and explanatory translation);
anymouse — UK, AKUI MOPAKU MOJICYMb GUKOPUCTIOBY8A 07
AHOHIMHO20 3anuuientst 0Y0b-AKUX KoMeHmapie abo cxape, fKi
MOXCYmb GuHUKHYmY Ha oopmy cyora (explanatory translation),
and more [7].

As for the translation of legal terms, such as acquit -
unpasdamu, subrogation — cyopoeayis: 06i cmpaxosi Komnaii
domossombes npo 0esky cyMy (QIHaHCO80T KoMneHcayii, AKy
Oyde npucyodiceno MpeICHAgHUKYy To3ueaud  MpedcasHuKoM
BUHHO20; Surrogates court — cyd y cnpagax cnadwunu, hear-
say — uymxu — no3acy0osa 3as6a, 3podaeHa KUMOCh THUUM, K020
nidcayxanu i menep ceIOKU 6 CyOi HAMAAIOMbCS 2060PUNLL PO Ye,
intangible property — nemamepianvbHe Matio, testator — 3anogioad,
and more. As can be seen from the examples, direct or literal trans-
lation as well as explanatory translation, are used to translate terms
used in jurisprudence. As it can be seen from the examples, in order
to translate terms used in jurisprudence the direct or literal trans-
lation, as well as explanatory translation, are used. Besides, for
example, a word such as subrogation is translated using the tracing
method.

Regarding the translator’s duty to analyze the cultural and con-
textual aspects of the material, they must possess a broad outlook
and an extensive vocabulary in order to accurately translate idioms,
slang, and regional dialects while preserving the original meaning.
When translating idioms and other phraseological units, it is impor-
tant to convey the meaning of not each individual word, but the entire
phrase, preserving its integral meaning. For example, such idiom like
To cut off with a shilling is translated as sanuwumu 6e3 cnadupunu.
The idiom Make two bites of the cherry means dinumucs uumocy
manum. Such idioms are translated in a descriptive way. When it
comes to translating slang, it falls into several categories, includ-
ing professional, youth, cultural or subcultural, criminal, military,
and more. As a result, slang can be challenging for a translator who
lacks familiarity with the specific area of life under investigation.
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Here are some examples of slang: hook up (with) — nepemuymucs,
sycmpimucs, just don't buy it — ne Kynumucs na ye, e ROnAcCmucs;
no use to smb stick in ground — nemae cency cmupuamu mym, dude —
yyeax, Desert Queen — «Koponesa nycmeniy: nocunanus na Qizuuny
HPUBAOIUBICIL HCIHOK Y 30POUHUX CUTAX, WO BUKOPUCTIOBYEMBCA
6 KOHmeKcIi 015 NO3HAUeHHs TIOOUHY, SIKA 3A36UYall OYiHIOEMbCS
Ha pieHi «4y 3a wikanor npusadausocmi «sid 1 do 10» (y
HImamax), cmae «10» nicna npudymms 6 301y 6ionosioansHocmi,
ane 3H08y noeepMAEMbCs 00 «4y micia noseprenns do Llmamie
[8]. When translating slang from English into Ukrainian, translators
most commonly use metaphor. But when it is impossible to translate
a slang unit into a metaphor, a descriptive or explanatory translation
must be used instead.

Another aspect of social webs translation is the simplification
of spelling rules or the complete or partial replacement of words
with numbers. In order to correctly translate such texts, it is nec-
essary to constantly monitor the emergence of new words or
ways of expressing them and to study the culture of the language
of the source text. For example, in China, entire sentences are often
encoded in text messages using numbers because the pronuncia-
tion of some words matches the pronunciation of certain digits. For
example, 57386 means “I went to work”.

When discussing socio-political and cultural nuances that
can affect the interpretation of intelligence, it should be referred
to the process of translation adaptation. Cultural context includes
traditions, values, norms and views characteristic of a particular
community. It is an integral part of any language, reflected in idio-
matic expressions, metaphors, images, ways of conveying emotions
and the logic of text structure. Neglecting cultural aspects in trans-
lation can result in meaning distortion, misunderstandings, or even
intercultural conflicts. What is considered polite or neutral in one
culture may be interpreted as offensive in another one. For instance,
analyzing data it can be referred to Geert Hofstede’s typology
of cultural dimensions, which serves as a foundation for cross-cul-
tural communication. This model is based on the concept that val-
ues can be categorized into six key cultural dimensions: power
distance, individualism vs. collectivism, masculinity vs. femininity,
uncertainty avoidance, long-term orientation, and indulgence vs.
restraint. Hofstede highlights that these cultural dimensions provide
a general framework for understanding a culture, rather than rigid
rules, helping to guide decision-making in cross-cultural contexts
[9].

Another aspect of a translator’s role in OSINT investigations
is providing support during live broadcasts on social media, news
reports, or darknet forums in the course of urgent operations. The
darknet, or “dark web”, is a hidden part of the internet where
information is exchanged with a high level of anonymity, forming
an underground network within online communications. Unlike
the publicly accessible web, navigating the darknet requires spe-
cialized tools and knowledge. This part of the web can be accessed
using specialized software, with Tor (TheOnionRouter) being
the most widely used tool and I2P (Invisible Internet Project). Dark-
net language includes certain terms that can be difficult to translate
due to the specifics of their use. For example, a term like dead drops
(direct translation) means siddazenni micys, de npooaseys ckpusae
moeap, npo ski i nogidomisie nokynys (explanatory or descrip-
tive translation). A term like drop catching means nepexonienns
domeny (explanatory translation). There are some other examples,
such as money mule that can be translated as epowosuti myn (direct

translation) or, sometimes, it is translated like crypep (smurfer)
(transcribed translation) means moduna, ska nepexasye epoui,
OMPUMAHT HE3AKOHHUM ULTAXOM, HANPUKIAO, UWLTAXOM KPAOIICKY Ul
waxpaiicmea (explanatory translation). The translation of socio-po-
litical texts is subject to high standards. It must be effective, capable
of accurately addressing specific investigative tasks, and simultane-
ously maintain precision and political correctness.

Besides the specified areas of a translator’s work in OSINT
investigations, it is necessary to focus on the translation of stream-
ing data transmission. Streaming refers to multimedia content that
is continuously delivered to a user over the Internet by a streaming
provider. This concept applies to both telecommunications-based
distribution and content originally shared through streaming for-
mats like radio and television, as well as non-streaming formats
such as books, video cassettes, and audio CDs. Stream providers are
software components in [oT applications and systems that gather
data. They transmit records to a stream handler, which stores stream
names, data values, and sequence numbers. Multimedia data typi-
cally requires significant storage and transmission capacity, making
associated costs high. To reduce these costs, streamed content is
usually compressed before being transmitted over the broadcast net-
work [10]. When working with streaming media data, a translator
often faces certain difficulties. For example, it is sometimes impos-
sible to interpret the intent during translation. While a translation
may be technically accurate, but a nuance of intent can completely
change the meaning of a sentence from one language to another.
Besides this, it is very important to consider the differences between
American and British English. There are often differences in pro-
nunciation and phrases that will stand out to a typical American
and British speaker, for example: to the reverse — & 360pomubomy
nopsoky, nosaoy, instead of at the back — nosady. When translating
different types of content, it is essential to compile a glossary of pre-
viously translated words, terms, phrases, and expressions that posed
challenges during the translation process. This helps facilitate future
work with similar material.

During an OSINT investigation, it is necessary to verify
the authenticity of the source. At this stage, a translator is also
involved if working with a foreign information source. It is neces-
sary to identify potential disinformation or manipulated content. To
identify fake content, first of all, attention is paid to the headlines,
which perform two main functions in the text: they briefly display
the main content of the text and perform the function of attract-
ing attention. Both functions are taken into account when translat-
ing. If we consider the functions of headlines in general, they are:
informative, pragmatic, nominative and communicative functions.
In addition, the headlines themselves are divided into thematic,
complex, directional and fully informative. Thematic headlines
can be a quotation or famous phrase. A complex headline is rich
in information and establishes various connections to the text,
ultimately enhancing its expressiveness. Directional headlines, on
the other hand, focus on a single element of the text’s semantic
structure. Fully informative headlines convey the overall meaning
of the text, highlighting its central idea or thesis that expands on
the main concept [11]. In such types of headlines, it is important to
assess the emotional tone of the information. Excessive emotional
coloring of the content may indicate a fake, as the goal of such
material is to disable the reader’s rational perception. The chal-
lenges of translating headlines include abbreviations and acronyms
unfamiliar to the language of the investigation, overly general text
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that conveys the content of material introducing unknown concepts,
names of unfamiliar organizations and communities, as well as idi-
omatic expressions, which are also commonly used in headlines.
In addition to verifying the URL, it is essential to check the name
of the media outlet. Copies of well-known pages or websites are
often created to spread rumors or fake information. For an accu-
rate translation of media names, it is necessary to find the original
names of organizations that are officially recognized. It is essen-
tial to verify messages and appeals disseminated by authorities on
the official pages of government institutions. When conducting such
verification, it is important to pay attention to lexical devices that
add emotional coloring to speech, such as oxymoron, metaphors,
and epithets. The purpose of using these linguistic tools is to manip-
ulate public perception. For an accurate translation of these lexical
elements, it is crucial to have a deep understanding of the culture
of the source language’s country. In order for the translation to be
correct, cooperation between the translator and analysts is essential.
Analysts should provide context for the translated materials to help
connect scattered data points. As a result, the findings are summa-
rized to optimize the analysis of the obtained information.

In conclusion, it is important to outline the skills and qualifica-
tions required for a translator working in the field of OSINT investi-
gations. First and foremost, this involves linguistic expertise, which
includes fluency in multiple languages, including rare or regionally
significant ones. Additionally, OSINT skills are required, including
familiarity with tools such as Maltego, Google Dorks, or platforms
for collecting data from social networks. Cultural competence is
essential, meaning a deep understanding of the regions and lan-
guages associated with the materials being analyzed. A modern
translator must possess the necessary technical skills to work with
linguistic software, such as Trados, MemoQ and others, alongside
artificial intelligence tools (e.g., Google Translate, DeepL), while
ensuring human oversight. In addition to the aforementioned skills,
a translator must have analytical thinking in order to identify valua-
ble content within large data sets and recognize patterns.

In their work, when participating in OSINT based investiga-
tions, a translator faces significant challenges. In addition to the ones
described above, the translator has to handle large volumes of infor-
mation and process it at high speed, managing vast amounts of data
in real time. Moreover, a challenge arises from complex linguistics:
deciphering encrypted messages, regional dialects, or mixed-lan-
guage content. It is essential for the translator to avoid unconscious
cultural or linguistic biases during the translation process. In their
work, a translator must adhere to ethical and legal standards, includ-
ing maintaining confidentiality and complying with GDPR or other
data protection laws when handling personal data. The translator
must remain objective and neutral to avoid distorting the original
meaning of sources. Additionally, they must handle content related
to conflicts, human rights violations, or terrorism with great respon-
sibility. A translator working in the field of OSINT investigations
may require advanced training in cybersecurity or forensic linguis-
tics in order to respond to emerging threats.
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€uiceeBa C. Oco0uBocTi po6oTH nepexJiazaya B chepi
OSINT-po3cainyBanb

AHotanisg. CtarTs NprCBSYCHA OIMUCY 1 aHAIi3y 0COOIH-
BOCTeH poOOTH MepeKiiaiada B paMKax po3cililyBaHb Ha OCHO-
Bi Bimkputux mxepen iHdopmauii (OSINT). Omucano xomo
JOCTYITHUX JDKepen iHpopMmanii. 3BepTaeThCs yBara came Ha
nousaTTs OSINT, onucyroThCsl 3aralibHOAOCTYIIHI JpKepelna
iH(opMallii, I{iJTi PoLeCy po3ciiayBaHHs. Y CTaTTi pO3KpUBa-
IOThCS JIEsIKi 0COOIMBOCTI Mepekiaay Ta poOOTH epekiiagada
3 BIIKPUTUMHU JKepeaamMu iH(hopMallii, aHaTi3yThCs 1HCTPY-
MEHTH Ta METOJAH. TakKoX PO3IIANAEThCSA HHU3KA OCHOBHHX
000B’sI3KIB TIepeKIIaava BiIOBIHO 10 HampsiMy abo eramy
po3ciiyBaHHs. 3a3Ha4a€eThCs, 110 MEpeKsiaadeBl HeoOXiaHO
MaTHy He TUIBKY 3HaHHS 1H03€MHOI MOBH, ajie€ i TEXHIUHI HaBH-
YKM POOOTH 3 JIIHTBICTMYHUM IPOrpaMHUM 3a0€3IEUEHHSM,
a TaKOX CIICI[ialli30BAHUMH TIpOorpaMaMu JUlsi 300py JaHUX
3 BIZIKPUTHUX JDKEpEN. Y CTaTTi TAaKOXK aHaTi3yIOThCs TPYIHO-
111, 3 SKMMH CTHKA€EThCS niepekinaaad mijg yac podoru 3 OSINT.
JLu1st Toro, mo6 TOYHO NepeKIIaiaT! 11i0MH, CJICHT 1 perioHasb-
Hi JIaJIeKTH, SIKI 4acTO 3yCTpidarThCs B MOTOLI iH(pOpMAaIii
3 cOLiaIbHUX MEPEeX Ta IHIIUX MeAiajxKepe, 30epirarouu npu
[IbOMY BUXiIHHH 3MICT, IepeKJIaiad HOBUHEH MaTH LIMPOKHUH
CBITOIVIS 1 BEJMKUI CIOBHHUKOBHIA 3amac. 3a3HayaeThes, 10
JUISL TOTO, 00 nepekia)i OyB MpaBHIILHUM, TOTPiOHA CHiBIpa-
[ MK MEpeKsiajladyeM Ta aHaJITHKaMH. AHAJIITHKU TTOBUHHI
HaJaBaTH KOHTEKCT JUIsl IePeKIIaICHUX MaTepiais, 00 J0To-
MOTTH 3B’S3aTH PO3pi3HEeHi TOYKM HaHuX. LIBHAKICTH po3-
CIIiTyBaHHsI Ta HOTO pe3yNbTaTH 3aJIe)KaTh BiJl MPABUIBHOCTI
Ta TOYHOCTI MepeKanay. ToMy HaroJounryeTses, Mo HeA0CBi -
YEeHHM Ta MOJIOJUM IIepeKiazadaM y po3BidyBajbHil poOoOTi
HE CJIiJI TOpydaTy 3aBIaHHs, OB’ s13aHi 3 TexHonorieo OSINT,
OCKIJIbKM MOTEHIIMHI TOMUJIKY MOXYTb HETaTUBHO BIUIMHYTH
Ha pe3yNbTaT po3CiiIyBaHHs. Y CTATTi BKAa3yeThCs Ha Te, II0
KpiM BOJIOJIHHS MOBOIO, KyJIBTYPHUMH KOMIIETEHTHOCTSIMU
Ta TeXHIYHUMH HaBUYKaMH, epeKiiaad MOBUHEH MaTH aHaTi-
THUYHE MUCIICHHS, 1100 BUSBIATH I[IHHUH KOHTEHT y BEJIHKUX
Habopax JaHWX Ta PO3Mi3HABATH IEBHI 3aKOHOMIPHOCTI.

Kurouosi ciioBa: possizka 3 Biakputux juxepen (OSINT),
pO3cIIilyBaHHs, PO3BiJiKa, [pKepera iHpopMallii, nepekiaiad,
HAaBUYKH, 1H(POpMaLlis, IepeKiIa, KylbTypa, aHalli3.
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